
Ệ⁞
ӡỤḠԅԊớἩ ᶂḲṪ ѧỌאѮү

⸗ḑᾅזѝזẓⱴ
ḟԄ‭≡ἆῠὒ



ѝז/ / Ҭ
⁭ồ

₱֪ῷ

῾ῶ

בֿ

≡

ⱴỦ ₱

Ҭ ₱/ᴜᶙ

῾ῶᾑ”

⁴ᶙ

ҥֿבᾑҬ

ѝזḟԄָא /ѝז
Ӡ ḟԄָא 

ѝזḟԄ ₱/ѝז
Ӡ ḟԄ ₱

ᾐӋḟԄ ֭ /
ѝזḟԄ ᾛ’/
Ӡ ḟԄᾛ’

ѝזḟԄ ᾛ
’/Ӡ ḟԄ

ᾛ’/ḟԄה
ấᴦᾛ’

ѝזḟԄ ₱Ḫ♪/
ḟԄה Ḫ♪

ḟԄה / Ҭ
ḟԄ /ҥֿבḟԄ

ḟ
Ԅ/

ḟ
Ԅ
ӟ

ITḟԄ ₱

╟ҥֿבḟԄ

ITḪ♪/
ḟԄḪ♪

ѝז ḟԄ
ᵚ ΐז

Ӡ
ḟԄ‭≡

/ Ӂ

ᾃ ј╔
≡

ҥֿבḟԄ
‭≡ḫ

ה
≡

ѝז ḟԄ
Ấ ᵚ ΐז

ѝז ḟԄ
Ấ זⱣΐר

ᾃ ј╔
≡

Ҭ≡
ḟԄ≡

ḟԄ ⱴ Ӂ
αCCβ

01 ҬḟԄ‭≡ΐז



01
CHAPER ҬḟԄ‭≡

3

02
CHAPER Ҭה ≡

03
CHAPER Ҭ╟ҥֿבḟԄ≡

04
CHAPER ḟԄ‭≡/ Ӂ

05
CHAPER ᾃ ╔ ≡

06
CHAPER Ҭ ḟԄ Ӂΐז

07
CHAPER ֪ῷ



02 Ҭה ≡ ј
‭≡ΐז

α1β⁭



02 Ҭה ≡
ј‭≡ΐז

α1β⁭



02 Ҭה ≡
ј‭≡ΐז

α2βᶡ῞⁭ồ



ҭ ∂
Å ∂Ṫ

Å ∂ ᴨ

Å ∂֫‘љ

Å ∂ ⁪ ῎

Å ∂ ת

ҭ

Åɡ  ₦Ổ

Åԋ

Å ‗љӌ ‗

Å ֫‘љ Ү

Å │љΆצּ

ҭ‗

Å Ӊᶶ ớ

Å ᶺ‾ớ

Å ק‗

ҭṪ ת

Å ת

Å / ת

Å ҭṪ ẙ

ҭṪ

Å ҭ ₦Ổ

Å ᶢ ᾼ

Å ẙ

Åḧớ ֫‘

Å ḫᾼљᴪ῭

ҭṪԏљΆ│

Å ҭṪԏ

Å ҭΆ│

ҭ ת

Å ת

Å ‰

Å ίֺ

Å ꜛỗἵᵓ

Å ҭᴧṵ љҐҥת

ҭ╜

Åɡ  ₦ỔᵙḧѲ

Å╜ ָ

Å╜ Ἡ 

Å╜ ԋẙ

Å╜ ת

ҭ ἴ

Åɡ  ₦Ổ

Å ἴ

Åԋ

Å ἴἩ 

ҭ

Å ҭ ₦Ổ

ÅSQAᵙV&V ￼љ ֮

ÅSQAᵙV&V╗טљἩ 

ÅSQAᵙV&V￼ẙ

02 Ҭה ≡
ј‭≡ΐז

α2βᶡ῞⁭ồ



ўח
֫‘

∂
ḧѲ

‟‗ ᵙᴅ
Ӻ╜ ╜

ᴧṵ/

∂ᴵ╜ ớ
Ḭ

Ἃזּ ╜ ֫‘
ᵙ

╜ צּ ו ╜ ֮ ᴣ Ḭ

ו
╜ ֮

╜ ᶫע
ᾉấ

֮

ᴅӺ╜

ἄ╜ ╜  Ầᴧ

╜ ԏӌ  

╜ Ἒ

╜ ‛֫‘

ғᵝ ӂ

╜ ἵᵓ

∂֫‘ ╜ ֮/ ֒╜ ӕזּ Ἒ ╜ ӕזּ
֒

╜ ἵᵓ

02 Ҭה ≡
ј‭≡ΐז

α3β Ҭṩ Ѧַײ Ҭ≡ ΐז



≡ ∫

≡ ֭ ₡

≡ ₡

≡ ỳ ₡

Ӂ ₡

ֳḉ ₡

ҬⱳᵗᵔῙ

∂֫‘

∂ Ḭ

╜ Қᵔ
ⱦủ҃

╜ Қᵔ
ώ֧ấ

Ầᴧ ֮
ᴣ Ḭ

╜ ֮
ᴣ Ḭ

╜ ╜ ӕזּ

ώҐᶢ ӕזּ Ḭ
ԋҚᵔ
ᴠז

ԋ
Қᵔ

╜ Қᵔ
ᴠљ

ẦᴧӢᶶ ╜ Ἒ

╜
╜ ἵᵓ
ᾠΆ⁮

і

ᴥ

Ҭ Ḥ

1

2

3

֪ ₡ Ᵽᵘנּר

ᴢᾩḽṩӏԒḲ ḫ

ᾐṩӏԒḲᾛӜỒὋ

∫

ổѱ

₡

Ҭ≡ ∫

02 Ҭה ≡
ј‭≡ΐז

α3β Ҭṩ Ѧַײ Ҭ≡ ΐז



02 Ҭה ≡
ј‭≡ΐז

α4β Ҭ≡ ΐײַזⱣồ



╜

ᶟ

ט Ẕּז ҭ ӡỤḠԅ Ҋט

҉WebῸח ᾭὯѧ ҭ ҭ

 ֜

Ҭ ₱

ấᴦ ֦

╜ ἵᵓ

ғᵝ

ᾡ ấ

∂

≡ ΐז

≡ ở≡

ᴄӹ≡

ו ╜

ᴵ ớ╜

ὶᴭ╜

ᴵ ớ╜

◊Ҧ ₅╜

ᾁ≡

ו ╜

ףּ ╜

ᾀ ♩ᶪ

≡ ҙᵓ≡ ἆῠ≡ ♩ᶪ ⱣӋ

ᾰ⁶╜

╜ớזּ῏

ớ ╜

╜ớזּ῏

ớ ╜

ᴵ ₔớ╜

ᴵ ἴớ╜

02 Ҭה ≡
ј‭≡ΐז

α5β Ҭ≡ ΐײַזԄᾼᶂ



∂֫‘

₦

ҭ ᴅӺ╜

ἄ╜

╜

ᾠ╜

≡ת

ה ≡

ⱴỦꜛ ≡

ᾑ”≡

ᾮⱴ ≡

≡

≡

ԑḲ ≡

ᴦṴ≡

ה ≡

ᴴ ≡

ḟ /ᴥḟ ≡

ᾮⱴ ≡

ᴴ ‼ ≡

≡

≡

ԑḲ ≡

ὓᴬ≡

ᴴ ≡

ᾎὊᵘᾎὊẒḡᾐ ≡

ᴴ ἑ ≡

ᾆ ᵘ ᶵ≡

╟ҥֿ‭≡ב
≡תיִ

02 Ҭה ≡
ј‭≡ΐז

α6β Ҭ≡ ΐזԒḲ



Å ԝ♦╜

Å ỗ₅‬

Å ╙ ₩Ὁ╜

Å ўח₩Ὁ╜

Å ᶋ῟₩Ὁ╜

╜ Ά│

ü Ḡ ╜ χḠ ⃰ ớ Ḡ ⃰ ớ Ḡ ώ ⃰ ớ

ü ףּ ╜ χו ᾛӐίֺ ᾛӐ ט

ü ╙ ╜ χᶢ ╙ ֫ᾟ ᵀ ўחᶋ῟

ü ᾰ⁶╜ χԓḳԅ ὝṀ⃰

╜

ԓ
ḳ

Å ầẂᾛӐ╜

Å ἄ╜

Å Ҧ ‬

Å ӌ ╜

╜ Ṫԏ

üἐṪ╜

ü ╜קט

ÅQTP
ÅSelenium
ÅAutoit

02 Ҭה ≡
ј‭≡ΐז

α6β Ҭ≡ ΐזԒḲɇɇה



Å ᴙד╜

Å ╜

Å ḳ ╜

Å Ỡᶶớ╜

Å ḧớ╜

╜ Ά│

ü  ᶊớ

ü ớ

ü Ὸחᵸớ

ü ᾭὯẓớ

╜ ԓḳ ╜ Ṫԏ

ü ḳ

ü ḧớ

ü ḳ ớ

Å ‖ ╜

Å Ỡᶶớ╜

Å ᶽᾭὯ ╜

ü LoadRunner

ו Ặᶽ ᾟὙᴃ ᶺ ᴵ ז
ᴙד ớẶזּ

ü Jmeter

Ṭồὰ  Ầᴧḳ῏ ᴵ Ẉᴶ
ᾛӐ

üNmon

￼Linux AIX ￼ ◊ ί

üRuby

ᴅᾰҭ Άӝ ת  ῏ḙ῏
זּ

02 Ҭה ≡
ј‭≡ΐז

α6β Ҭ≡ ΐזԒḲɇɇ



Å ᵩׁᵩᵅӡỤᴦ

Å ‬ ᴒ

Å ῄẂ

Å ᵃ ᴠ

╜ Ά│

ü ת῏ ớ

ü ῏ḙớ

ü ῏ᾛӐớ

ü Ậớ

╜ ԓḳ

02 Ҭה ≡
ј‭≡ΐז

α6β Ҭ≡ ΐזԒḲɇɇᾮⱴ



Å‰֝ ∂╜

Åὢ―╜

ÅẦᴧ ᵙ⁹ט

╜ Ά│

ü ׁᵅᴶὶᴭ

ü ԓ ὶᴭ

ü ᶹ ὶᴭ

ü ὶᴭ ớ

╜

ԓ
ḳ

╜ Ṫԏ

ü ᶺὶᴭԒḳớ

ü ὶᴭớ

ü ὶᴭ ḧớ

Åὶᴭớ ╜

ÅὶᴭẊᴧ╜

ÅὶᴭᶽᾭὯ ╜

üSoapUI

ồ ֳấᵙἚ וקט ιώ

ӗḢᾯ￼╜ ιᾟὙἍῶ￼‰֝

ᴃ ᵙἩ 

02 Ҭה ≡
ј‭≡ΐז

α6β Ҭ≡ ΐזԒḲɇɇὓᴬ



Å ╙ ╜

Å ᶋ῟₩Ὁ╜

Å₩Ὁᶭ ὶב

Å₩ὉẊ ὶב

╜ Ά│

ü ᶺ Ԓḳớ╜

ü ᾛӐ Ԓḳớ

ü ╞ ᵸԒḳớ

ü ᴗᴷᾭὯԒḳớ

ü ѕΆ ҭԒḳớ

╜

ԓ
ḳ

╜ Ṫԏ

üἐṪ╜

ü ╜קט

02 Ҭה ≡
ј‭≡ΐז

α6β Ҭ≡ ΐזԒḲɇɇԑḲ



Ὁק

QTP

Selenium

Autoit
AppScan

זᾛӐ╜Ẕּת

╜ Ὸח

LoadRunner

Jmeter

Svn

bugfree

TD

02 Ҭה ≡
ј‭≡ΐז

α7β Ҭ≡ ♩ᶪַ֜ײᶴ



ҭ╜

02 Ҭה ≡
ј‭≡ΐז

α8β Ҭה ≡ ổѱᵘӏⱴײַ



01
CHAPER ҬḟԄ‭≡

20

02
CHAPER Ҭה ≡

03
CHAPER Ҭ╟ҥֿבḟԄ≡

04
CHAPER ḟԄ‭≡/ Ӂ

05
CHAPER ᾃ ╔ ≡

06
CHAPER Ҭ ḟԄ Ӂΐז

07
CHAPER ֪ῷ

Ẹאָ
CONTENT



◊ Ҧ Ḡ ԅ ₅ ╜ / Ḭ ῗ Ә Ὧ

CVE(Common Vulnerabilities & Exposures)

ԇԊ◖╓ḔԐ OWASPײᶽWeb ◖╓

εOpen Web Application Security Project ζ

2013ιҨᴣ ᶵ ҭᴔᵬԇṵ￼◖╓ẓι

ᵀњў◊Ҧ Ḡԅ₅╜ṪԏḾᴿ ẑ

֒￼◊Ҧ ₅╜ιẊḾ ‛ ḠԅḬ

ᶼѭḭἋώӗץὐḠԅ ᵛ

◊Ҧ Ḡԅ₅╜ ◊Ҧ ḠԅḬ ḧӈ◊Ҧ

ѧḕᶈ￼Ḡԅ◖╓ ֫‘◖╓ ֧Ӣ

ᾡấ ֯Ὸח

03 Ҭ╟ҥֿבḟԄ‭
≡ј≡

α1βᶡ῞⁭ồ



03 Ҭ╟ҥֿבḟԄ‭
≡ј≡

α2βΐזӗὊַגּײԊ ֜



03 Ҭ╟ҥֿבḟԄ‭
≡ј≡

α3βΐײַזᶡ῞ṩӏ∫



◊Ҧ ֫‘
ÅῶẤ ởαBuild Integration β

ⅎ Ӿ ῗᵋἫ ἄֹ‗ấ

Å ὈαTranslation β

ⅎּז ֯ᵘҧ Ἣ◊Ҧ ᾠ ‎ιⱡᵅּז Ẕ ￼‗ấ

‰ εIDζἫ◊Ҧ Ὥἄ ԓ⁪Ẫ￼ɒѧ Ҧ ɓι‗ấ

IDỞῗ Ἔὼ￼ ‰ εIDζ

Å֪ῷαAnalysis β

֫‘ Ὥ ⅎ￼Ҧ ιּוἄ ѦFortify ⁪Ẫ￼ᾰҭӐѭ ‛ᾰ

ҭι ẂἛṝᵄѭ.fpr

Å Ὀ ᵘ֪ῷαVerification & Analysis β

ⅎ Ӡ◊ᾰҭּ⃰ז ￼ Ἔὼιћ≡ῶѤץֱ א֧

03 Ҭ╟ҥֿבḟԄ‭
≡ј≡

α3βΐײַזᶡ῞ṩӏ∫



ΐ

Ⱶ Ⱶ

Ⱶ

ω Ⱶ
ω Ⱶ Ҭ
ω Ⱶ

⌠ ף
̆

Ⱶֲ ҹ ᶫ
ף

Ⱶ

ף

ף ҍ

ᴆ
ף

ף

ω ΐ

ω ΐ

ωҊ

03 Ҭ╟ҥֿבḟԄ‭
≡ј≡

α4β╟ҥֿבḟԄ‭≡ΐזַײԒḲ



Å ὝӖẓⱴҥֿ‭≡ṩԎב ײⱳởַח ҥֿבỵὛἒᵒ

Å ἒᵒ―ẩᾀἵPDF―ẩ

03 Ҭ╟ҥֿבḟԄ‭
≡ј≡

α5β╟ҥֿבḟԄ‭≡ΐזҏҤᾛẩ



03 Ҭ╟ҥֿבḟԄ‭
≡ј≡

α6βᾀ ΐזҏҤַגּײԊṩԎ



ᵀᶂḲ‰֝

ᵀֺẙ

ᵀ ∂

Ӊ╜ ἄ 

֟ṈҚᵔἮԄ

֟ ἄ 

ᶭẶ ҭ

ᶭẶҚᵔ ד

ᶭẶԇᴻḫד

ṕג

≢ṕᾅ ṕ

03 Ҭ╟ҥֿבḟԄ‭
≡ј≡

α7β╟ҥֿבḟԄ‭≡ΐזҭө



01
CHAPER ҬḟԄ‭≡

29

02
CHAPER Ҭה ≡

03
CHAPER Ҭ╟ҥֿבḟԄ≡

04
CHAPER ḟԄ‭≡/ Ӂ

05
CHAPER ᾃ ╔ ≡

06
CHAPER Ҭ ḟԄ Ӂΐז

07
CHAPER ֪ῷ

Ẹאָ
CONTENT



Ѯ ‰֝

Å ӡỤḠԅἩ  Ḡԅ Ӡἴḧ Ὕᴇ

(GA/T 1389 ɋ2017)

Å ӡỤḠԅἩ  Ḡԅ Ӡἴᶢ  ∂

εGB/T22239 -2019ζ

Å ӡỤḠԅἩ  Ḡԅ Ӡἴ╜ ∂

εGB/T28448 -2019ζ

Å ӡỤḠԅ ӂ (GB/T20984)

Å ӡỤ ḠԅӠ ӂ⁭‟ (GB/T20274)

Å ӡỤḠԅ ӌת ∂ (ISO/IEC 27001)

Å

ԎҤ ԋ‰֝

 ӡỤ ḠԅӠἴ ֱ֮֫֝

εGB 17859-1999ζ

ӡỤ  ḠԅἩזּ ∂ εGB/T20271ζ

ᶢ ḠԅἩ  ∂ εGB/T20270ζ

ᾛӐ ḠԅἩ  ∂ εGB/T20272ζ

ᾭὯẓ ת ḠԅἩ  ∂ εGB/T20273ζ

  Ḡԅ Ἡ  ∂ εGA/T671ζ

ӡỤ Ḡԅ ת ∂ εGB/T20269ζ

ӡỤ ḠԅṪ ת ∂ εGB/T20282ζ

04 ѝזẓⱴַײ ḟ
Ԅ‭≡ј≡

α1β Ӂјᴿ ‭≡ΐז ệַײ ֜



04 ѝזẓⱴַײ ḟ
Ԅ‭≡ј≡

α2β Ӂјᴿ ‭≡ΐזַײ ∫



כֿ אָ כֿ Ԋ↕ԒḲ ởῺכֿ

–ị ᶴ
⁞Ὧᾟ ҭ ￼⁄Ọ ғ
љὂἓ⁄ḫⱶתӈ љ ὶ

ғ

ѭῡ/ Ғ
⁞Ὧᾟ ҭ ￼Ѯ  ғ▐ᴅ
⁄ḫѮ ⱶתӈ љ ὶ

Ѯ  ғ

ẓⱴѝז כֿ
ўחԓḳιẔּזừ֙ιӔּאזꜛι
ⱶתᴣ ὶ

Ẕּז ғ

Ᵽֹẘ כֿ
Қᵔ ￼ΆẪḢἄ ᷿ ẙֺת
ι֧֯  ẙᾰ⁶Ѯֺת ẹ
‗

‬⁄ת ᴒ
Ἡ ⁄‬ ᴒ
Қᵔ ғ
ᾯӌḠԅ ӂ

ῸחᵸᾯӌḠԅ ӂ

Åȇ Ȉ

Åȇ ῃ ҍ ᵀ Ȉ

04 ѝזẓⱴַײ ḟ
Ԅ‭≡ј≡

α3β ᾀ ♩ᶪַײ כֿ



‭≡/ Ӂ ṩӏԒḲјṩӏᾛẩ ởῺ

ѭῡ ‭ 

ӘὯѮ  ӂ љᾛӐἐԛι
ᵀַּזѮ  ώᴨ  ḢἄѮ 
￼ ӂ
α Ἂᶂј ῞ṩԎ Ὕᴧβ

Ѯ  ӂ ᴅ
֯

‭ 
ӘὯ Άώӗ￼ ᶵ ᾰ⁶ιַּז

ᶵ ӂ ֫‘ ᶵḠԅꜛ֙
εḟԄ ᶴ Ἂᶂβ

ᶵ ӂ ᴅ
֯

╩∕ỵὛ ḾѮ  ḫᾼאᶋἜὼεᴅ ζ
ἄוּ Ѯ ◖╓Ἔὼἵ
ᵓ

Ᵽֹẘ– 
љѮ  ₅‬Қᵔ ᵀι
ָ ♪‬ιᴦ⁄ꜛא￼ẙֺת Ᵽ
ẳ ε ַḟԄ ἑὗᾜַײῑᾇ

Ẵớ ∆Ởἵᵓ

04 ѝזẓⱴַײ ḟ
Ԅ‭≡ј≡

α4β ᵘ ᶴ  ‭ײַ ‭≡ᵘ Ӂ



Å ғ֫‘

Å Ḡԅ ἴὺᾼῶᾦớ֫‘

Å Ẵớ֫‘

Å ḍ ֫‘

Å ֫‘

Å ֫‘Ά│

Å ғ֫‘

Å Ḡԅ ἴὺᾼῶᾦớ֫‘

Å Ẵớ֫‘

Å ḍ ֫‘

Å Ӫ

⁞ὯѣѦΆ Ầṝ₅╜љ ӂṪӐχ1 ᴠ ӂ ԋ‰֝ Ӡἴ ԋ‰֝ιẻἄ ӂᵙ
ӠἴṮ ֫‘ψ2 ⁞Ὧ ҭ ᾟ ￼ўח ᶟ￼ ԋ‰֝ιẻἄᵀ ớ֫‘ψ ᵀᵅẻἄ

￼Ḡԅ₅╜љ ӂἵᵓ

04 ѝזẓⱴַײ ḟ
Ԅ‭≡ј≡

α5β‭≡ Ӂ֪ῷ



№ Ḥ

Ҭ ῃ ̆

№ ̆ ₮Ḥ ҳ

̆ Ȃ

῍№ ҩ №̆

ᾢ ῤ

̆ ̆

№ ̆

₮ ₮ Ȃ

ӡỤḠԅἩ  Ḡԅ Ӡἴ

ᶢ  ∂ εGB/T22239 -2019ζ

ӡỤḠԅἩ  Ḡԅ Ӡἴ

╜ ∂ εGB/T28448 -2019ζ

04 ѝזẓⱴַײ ḟ
Ԅ‭≡ј≡

α6β ᴿ ֪ῷ



Åẁ֝י ҃ ӡỤ Ḡԅאꜛψ

Åẁיԅ ҃ ӡỤḠԅ ψꜛאת

ÅᶈḠԅ҆ᾥⱨᴧѳׁ ԁ ֟Ṉἆ ψ

Åѭ ấ ᴣ Ḡԅ֘ ᵙ ώӗӘὯψת

Å◑ ԋᾤ │ εḅχ Ӡἴζ ∂

04 ѝזẓⱴַײ ḟ
Ԅ‭≡ј≡

α7β ḟԄ‭≡/ Ӂַײổѱ



01
CHAPER ҬḟԄ‭≡

37

02
CHAPER Ҭה ≡

03
CHAPER Ҭ╟ҥֿבḟԄ≡

04
CHAPER ḟԄ‭≡/ Ӂ

05
CHAPER ᾃ ╔ ≡

06
CHAPER Ҭ ḟԄ Ӂΐז

07
CHAPER ֪ῷ
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05 ѝזẓⱴ ╔ײַ
ᵘᾃ ≡
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