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TestTarAndGzip java, line 92 (Unreleased Resource: Streams)

20194t ZABREXRS

2019 BEIJING CYBER SECURITY CONFERENCE

Report Overview

Report Summary

Om o 28, 2013, 2 source code review was performed over the cms code base. 204 files, 4,338 LOC (Executable) were scamned,
A total of 449 jzmmes were ncoversd during the apaltysis, This report provides a comprehensive description of all the rypes of
tzzmes found in this project. Spectfic examples and source code are provided for each issue type.

Fortify Prionity: High Folder High

[Kingdom: Code Quality

Abstract: The function testUnGzip() in TestTarAndGzip java sometimes fails fo release a
system resource allocated by FilelnputStream() on line 92.

Sink: TestTarAndGzip.java:92 gzis = new GZIPInputStream(new
java.io FilelnputStream())

L1 public void testUn3zip(] |

81 try |

52 GZIPInputBStrean gzis = new GEIPInputStream{new FilelnputStream{"e:/test.tar.gz"});

43 FileQutputEtream fos = new FileQutputEtream("e sftest . tar'};

I0Ukils. copy{ge=is, fos) ;

TestTarAndGzip java, line 98 (System Information Leak)

Fortify Pnonty.  Low Folder Low

[Kingdom: Encapsulation

Abstract: The function testUnGzip() in TestTarAndGzip java might reveal system data or
debugging mformation by calling printStackTrace() on line 98. The information
revealed by printStackTrace() could help an adversary form a plan of attack.

Sink: TestTarAndGzip.java:98 printstackTrace()

OE fos.claose() ;

87 } catch (FileMotFoundException e} |

og e.printEtackTrace() ;

L1 } catch [I0Exception e] |

100 e.printEtackTrace() ;

Issues by Fortify Prionty Order

Low 306
High 115
Cnfical 22
Medium 1

The sean found 449 155mes.

Issues by File Name

cms-web/sre/main/test/orz konghao/backup Test TarAndGzip java 42

basic-common/src/main/java/ore konshao/basic/util Tmaseltil java 40

hasic-common/sre/mam/java org konghao/basic/util TarAndGzipUtil java 39

hasic-common/src/mam/java org konghao/basic/util BackupFileUtil java 30

basic-commonsre/mam/java/org konghao/basic/util Capteha java
hasic-common/sre/main/java org konghao basic/util MySQLU java
hasic-common/sre/mam/java org/konghao/basic/util EnumUtils java
cms-web/sre/main/test/org konghao/backup TestCmd java
cms-web/sre/main/test/orz konghao/backup TestSmb java

L | N R | N T I S B S
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